Create Sub-Accounts by API

® OQverall steps
® (1) Basic auth
® (2) API call - create a Client sub-account (i.e. server tenant)
® (3) Using the Postman Library
® (3.1) Download and install the Postman application
® (3.2) Download the Postman environment and open it in Postman
® (3.3) Download the Postman library for partner API calls
® (3.4) Then to create sub-account DO/SEND the second API called "partners"

This article explains how to use APIs to create sub-account from a Master account available to partners.

After you create the sub-account you can login and create as many apps as needed in each sub-account.

Overall steps

You will need to:

1. Do the basic auth to recieve JWT tokens
2. Use 1 API call to create a sub-account for each

To make you life easier- we created a ready made Postman environment & library for these 2 API calls. Read on how to use it at the bottom of the article.

@ NOTE - PLEASE DO NOT DELETE OR MODIFY THE APP WITH ID = 1 in your Master account - as your partner account will not function
without it.

(1) Basic auth

To receive JWT tokens, use the following API method with the login and password from your Master account, an example:

GET https://ppp-admin.mbst.xyz/api/v8/auth?login=p@mobsted.com&password=123456

GET https://ppp-adn n. nobst ed. cont api / v8/ aut h?l ogi n=emai | @mbst ed. con&passwor d=123456

Where:
* “PPP-admin.mobsted.com” = is the address of your server and your account at our server, provided by our team

® "login" is the email you use to login into partner account
® "password" is the password you use to login into partner account

In response you get access_token & refresh_tokens:


https://ppp-admin.mbst.xyz/api/v8/auth?login=p@mobsted.com&password=12

{

"access_token": "eyJOeXAi O JKV1Q LCIhbCci G JI Uzl 1Ni J9.
eyJpc3M O JwcHAt YWRt aWAubW zdC54eXoi LCIUYMKXXXXXXXXXXXXXXXXXXU5OTA0OTI wiywi dW kI j oi MM zZTRi N2I t ODVj OCO0OMz EM_-WE4AM
Tct M2FI M&Ji YZQYMAIm i wi c3Vi | j oi YXBpliw b2JgdXVpZCl 61i | sl nVzZXJ1dW kI j oi MIdnmZWU2YTUt ZDk4My00OWZKLTg40OWMt MAY 1Nj | kM
Tg3YWA n0. eVOoDwWI 7yh_TVb2j 7FW_j sTKT_SMIBCFL10NX6RyXQ',

"refresh_token": "eyJOeXAi O JKV1Q LCIhbCci G JI Uzl 1N J9.
eyJpc3M G JwcHAt YWRt aWlubW zdC54eXoi LCIuYnYi § E1OTgONDQONMDVE | mv4cCl 6 MIYwivDg2Mz Ywywi dW kil j oi Ml zZTRi N2I t ODVj OC00
Mz EmLVEAMTCt M2FI M3Ji YzZQyMAI i wi c3Vi | j oi YXBpliwi b2JqdXVpZCl 61i | sl nVzZXJ1dW kI j oi MTdmZWU2YTUt ZDk4My OXXXXXXXXXXXXX
xxXj | kMTg3YWNm n0. MDLMOEAELATYPBt MLs YCf 2T8wzaYqNkB_1NSDsmix_4",

"expires_in": 1599049203

When sending the authenticated request, use THE ACCESS TOKEN in the auth header:
Aut hori zation: Bearer eyJOeXAi O JKV1Q LCIhbGeci O JI Uzl 1INi J9.
eyJpc3M O JwcHAt YWRt aWlubWzdC54eXoi LCJuYnYi § ELOTgOXXXXXXXXXXXXXXXXXXXXXYW dW kI j oi Mrl zZTRi N21 t ODVj OCO0Mz EWLV\E4

MTct M2FI MGJi YZQyMAIN i wi c3Vi | j oi YXBpl i wi b2JgqdXVpZCl 61 | sI nVzZXI1dW ki j oi MTdnZWJ2YTUt ZDk4My00OWZKLTg4OWM MAY 1N | K
MTg3YWKiTl n0. eVOoDwd 7yh_TVb2j 7FWP_j sTKT_SMIBCFL10NX6Ry XQ

You can perform this auth action, starting with account’s login and password before every “client account/app” creation, but we advise to set up automatic
JWT tokens refresh on your backend.

(2) API call - create a Client sub-account (i.e. server tenant)

This method is called in contexts of your Master account/tenant, meaning using API address and tokens from your Master. This method only works if our
team marked your account as Master/Partner.

POST https://ppp-adnm n. nbbst ed. com api / v8/ partners

Type of parameters: raw (json)

An exanpl e:
{

"emai | ": "support @mobsted. cont
}

Where, email is the email of who will access this new Client Account. It has to be a new unique email for every new sub-account/tenant.

Get the API response with auth data for that account. An example:



“url”: “https://a23r56k8-adni n. nobst ed. conf,
"aut hentication": {
"email": "support @mobsted. cont,
"phone": "",

"password": "10ce7d73ae5f cc39g7064adclad03a03"

Where, URL contains the end point for the sub-account; authentication - logins/email and passwords for it.

This new Client Account/Tenant is recorded into Object’s table of your Master App ID=1, with the following fields:

® ServerName (i.e. mobsted.com), TenantName (i.e a23r56k8), UserLogin = email, UserPassword.

This is done so you may not create any additional storage in your backend, but have access to all you sub-accounts visually or by API.

To use all other API methods, including to create an app in THAT NEW ACCOUNT, you need to receive JWT tokens for each of those accounts using the

PRE-STEP above with address and login-password pair for that sub account.

(3) Using the Postman Library

(3.1) Download and install the Postman application

Or use it on the web, the choice is yours!

(3.2) Download the Postman environment and open it in Postman

example
VARIABLE TYPE @ INITIAL VALUE @
url default ~ https://yourtenant-admin.mobsted.com
userLagin default v legin
userPassword default s password
Where:

% Fork | O /> Share  ose

CURRENT VALUE & Set as active environment [}

https://yourtenant-admin.mobsted.com ove

login Export
password Duplicate
Create a fork

2

¢ fill in INITIAL VALUE column with your partner account URL + login + password - marked 1 above

® set the current environment as active to perform all other API calls - marked 2 above

(3.3) Download the Postman library for partner API calls

Open it in Postman and DO/SEND the first API called "AUTH", marked red :


http://mobsted.com
https://www.postman.com/downloads/
https://docs.mobsted.com/download/attachments/41287688/example.postman_environment.json?version=1&modificationDate=1658749665123&api=v2
https://docs.mobsted.com/download/attachments/41287688/Partners.postman_collection.json?version=2&modificationDate=1658750056976&api=v2
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eyIpc3Mi0iInZXItYWSSLWFKDW LuLm1vYnN@ ZWQuy29t I iwibmImI joxNjU4NzQSNDQILC] leHAI0 ) E2NTK4MKBNDUS InVpZCIGIME Y Y2Y ZMME3LWM3ZTItNDIIN1@SOWFhLTQz0D 1kMTg10
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0z1ZVcihPO12MNkCxpAzzTpndFAhDhTE1CMcbwuEydM",

3 "refresh_token": "eyl@eXAiOiJKVIQilLCIhbGci0ilIUzIINiI9.
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TYzMyIsInN1YiI6ImFwaSIsIm9ianV1aWQiOiIilCI1c2VydXVpZCIBIjc3ZWEYYTCSLWMZNZY tNDgxZS1iMDkwLTNmM2 FkYTg4NzUINSID,
LLI5uzOng LuleC55mbpYTGFkQyVWAKYEqTfIgg3sdnys”,
4 "expires_in": 1659829445

(3.4) Then to create sub-account DO/SEND the second API called "partners”

Make sure to add a unique email for the new sub-account, marked red



Partners | {{url}}/api/v8/partners

POST w  {{url}}fapifv8/partners
Params Authorization Headers {11} Body ® Pre-reguest Script Tests @ Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON - Beautify
1
2 ff
3
4 "email": “"test_email@ya.com" N
5
6 X
Body Cookies (1) Headers {12] Test Results (0/2) @ Status: 200 OK  Time: 16325 Size: 827 B Save Response
Pretty Raw Preview Visualize JSON = | Q
1 f |
F “data": [
3 {
4 "type": "tenants",
5 "id": 2290,
6 "attributes": {
i “tenantname": "c130198b",
8 ) e': "mobsted,com”
3 “url": “https://cl3019@b-admin.mobsted. com”, )
10 apl i 1
11 "keyl": "4af@aa3dafd3bf@bbc21376b3f3af233",
12 eyt 49216595d4be6T5cffCBIb454bETTET1",
13 Theeydts "N,
14 "method": "Basic"
15 ),
16 authentication™: {
17 C “email": "test_email@ya.com", )
18 phane':
19 “password”: "T453135E385BﬁSSﬁh]T"eSDEB?fEfaD?-ﬂ“)
20
21 “params": [1,
22 “config": [
23 }
24 ¥
25 1

)
o
—

You will see in response, marked purple - a new URL for the sub-account and email/login and password. Save this info, as the only was to get it will be to
do a password reset using the email.

Thats it. Now you can login using the URL and login/pass and create as many different applications as needed for your clients.

® Filters for Objects, Events, Table Lists
® View and Manage Sub-Accounts

® Create Sub-Accounts Manually

® Send Push to Android and iOS

® Create Sub-Accounts by API


https://docs.mobsted.com/display/KB/Filters+for+Objects%2C+Events%2C+Table+Lists
https://docs.mobsted.com/display/KB/View+and+Manage+Sub-Accounts
https://docs.mobsted.com/display/KB/Create+Sub-Accounts+Manually
https://docs.mobsted.com/display/KB/Send+Push+to+Android+and+iOS
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